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SaaS Email/Web Security Defined

ÅEmail and Web security delivered as a service

ÅTraffic is routed through data centres beforehand

ÅNo on-site equipment, installation, upgrades

ÅCustomers have full policy control (not managed by 3rd party)

Å{ŜŎǳǊƛǘȅ ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜ ŜƴǎǳǊŜŘ ǘƘǊƻǳƎƘ ŎƻƴǘǊŀŎǘǳŀƭ {[!Ωǎ



SaaS Security Growth
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Key Challenges
ÅEconomic conditions

ï Tough times require doing MORE with LESS

ï IT organizations are being mandated to reduce costs

ï Less capital expenditures due to credit constraints

Å Increased focus on high priority projects
ï IT focus on enabling and driving business

ï Email and Web security are not strategic to organization

ï Perfect candidates to outsource

ÅChanging threat landscape
ï Desire to increase security, but difficult to keep up

ï Growth in volume and complexity of threats

ï Convergence of email and Web threats

ï Threats are designed to steal confidential data



The Time for Change is Now

ά{ƪŀǘŜ ǿƘŜǊŜ ǘƘŜ ǇǳŎƪΩǎ ƎƻƛƴƎΣ ƴƻǘ 
ǿƘŜǊŜ ƛǘΩǎ ōŜŜƴέ ςWayne Gretzky

¢ƻŘŀȅΩǎ ƻǊƎŀƴƛȊŀǘƛƻƴϥǎ ƴŜŜŘ ǘƻ ōŜΤ

ÅMore Effective

ÅMore Efficient

ÅMore Secure



Why? And Why Not?

Top Drivers

1. Reduced Business Costs & Complexity
ï No hardware/software to purchase
ï Eased administrative overhead
ï Straightforward implementation
ï Predictable costs

2. Increased Protection & QoS
ï Converged email and web 2.0 threats
ï Leverage expertise
ï 24x7 Operations
ï /ƻƴǘǊŀŎǘǳŀƭ {[!Ωǎ

3. Retain Control
ï Flexible customization of policies
ï Real-time management and reporting
ï 24 x 7 secure access

Top Myths

1. LǘΩǎ ƳƻǊŜ ŜŦŦŜŎǘƛǾŜ ƛƴ-house
ï More cost effective internally
ï Same/greater performance in-house
ï Robustness of infrastructure

2. Security/Privacy concerns
ï Concernsover confidentiality of email
ï Where is traffic being routed through

3. Lose Control
ï Lack of control using 3rd party solution
ï /ŀƴΩǘ Řƻ 5[t ƛƴ ǘƘŜ ŎƭƻǳŘ



Financial Justification

Factor On-premise SaaS

Expenditure type Capital Expense (CapEx)
Operating Expense (OpEx)

Operating Expense (OpEx)

Cash flow Upfront Upfront 

Financial risk Uncertain return /ƻƴǘǊŀŎǘǳŀƭ {[!Ωǎ

Income statement Maintenance and 
depreciated capital 
expense

Maintenanceexpense 
only

Balance sheet Softwareand hardware 
are carried as a long term 
capital asset.

Nothing appears on the 
balance sheet.



Cost Savings Are Obvious?
Å IDC Security Summit Survey:

ÅUnder pressure to deliver cost savings?
86%   Yes

11%   No

ÅDo you believe SaaS Security solutions represent a cost saving?
49%   Not sure

34%   Yes

17%   No

Å If yes, how much per annum?
60%   None/Not sure

23%   Up to 25%  

17%   Up to 50%



Total Cost of Ownership
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Real Cost Saving Example

2,000 Users Appliance Websense

1 Yr 2 Yr 3 Yr Total 1 Yr 2 Yr 3 yr Total

Antispam+ Antivirus 22K 22K 22K 66K 28K 28K 28K 84K

Appliance 30K - - 30K - - - -

H/W Support 5.3K 5.3K 5.3K 15.9K - - - -

Fault Tolerance 15K - - 15K - - - -

Labor (@$50 / hr) 12K 8K 8K 28K 6K 4K 4K 14K

Power
(750W@ .26 / kWhr)

1.7K 1.7K 1.7K 5.1K - - - -

Bandwidth 600 600 600 1.8K - - - -

Total: 86.6K 37.6K 37.6K 161.8K 34K 32K 32K 96K

In this example, SaaS provides a 40% Cost Saving



Increasing Protection

άhǳǊ ŜȄƛǎǘƛƴƎ ǎƻƭǳǘƛƻƴ ƛǎ ƎƻƻŘ ŜƴƻǳƎƘέ

ÅOrganisations wish to increase security posture

ÅYet threats continue to evolve

Å!ƴŘ ǘƘŜȅΩǊŜ ŘŜǎƛƎƴŜŘ ǘƻ ǎǘŜŀƭ ŎƻƴŦƛŘŜƴǘƛŀƭ Řŀǘŀ

ÅHow are you protecting your confidential data?

ÅHow much would a data breach cost your organisation?

ÅHow can you increase protection, cost effectively? 



Essential Information Protection
Threatseeker
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¢ƻŘŀȅΩǎ Webscape

61 percent of the top 100 Web 
sites have either hosted or been 
involved in malicious activity over 
the last six-month period.

90 percent of the top 100 Web 
sites are classified as social networking 
or search and more than 47 percent
of these sites support user-generated 
content


